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Abstract

Nowadays, communication via multimedia has become very prevalent and this requires
protecting it from attackers and transmitting it securely to achieve reliability. Encryption
and decryption techniques are helpful to provide effective security for speech signals to
ensure that these signals are transmitted with secure data and prevent third parties or the
public from reading private messages.

A chaotic system is the application of the mathematical chaos theory to the practice of
cryptography. Because of the sensitivity of a chaotic system to the initial condition and
random properties make it suitable for encrypting multimedia.

In this review paper, some chaotic speech signal algorithms are reviewed. The
comparison and reports of analysis are explained to clarify the performance of the algorithm

to encrypt original signals and recover them by using the decryption method.

Keywords: Cryptography, Chaotic map, Multimedia, Steganography.

1. Introduction

Rapid and enlarged growth of multimedia data replacing open networks and the
Internet necessitates trustworthy and forceful security means to prevent
unauthorized access to the transferred content and to provide confidentiality. One of
the solutions employed is data encryption [1].

The Encryption algorithms work by changing data (i.e. image, text, voice, etc) so
that they are invisible or hidden, unreadable throughout transmission. At the present
time, to protect confidential information by increasing its protection and
confidentiality, data encryption acting an enormous role in a variety of applications

and a variety of encryption methods which are developed with the final goal.[2]
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The process of transmitting data through internet networks is at risk due to the
development of communication technologies. For this reason, a lot of information is
transferred over networks in a verbal manner, which requires searching for new
security techniques to protect voice communications.

The techniques of cryptography are used to develop protection via the transfer of
verbal communication into meaningless form to an unauthorized person. The
encryption of speech signals can be considered one of the great commonly used
techniques to guarantee the security of vocal communications. There are many
cryptography techniques have been proposed to deal with information security
issues[3], like algorithms of speech encryption (i.e. Data Encryption Standard
(DES), Triple Data Encryption Standard (3DES), RSA algorithm, and Advanced
Encryption Standard (AES))[4][5].

Over Internet protocol (i.e. IP), the voice application (i.e. VOIP) is an IP
telephony technology that allows transferring the voice data as the human voice in
real-time in a mode that simulate the conventional telephone service (i.e., PSTN)
[6]. A necessary requirement for voice applications over the Internet is a program
(i.e. sender or receiver) has the ability to encode and decode the transmitted speech
and has access to the Internet [7]. More advantages of voice applications when
comparing it with the ordinary telephone service can be provided. The technology
of IP telephony is cheaper comparing with other media services, can be integrated
and permission to more professional bandwidth exploitation.

Consequently, the technology of IP telephony is favored by service providers as
a way to reduce the costs over multimedia services. Furthermore, the IP telephony
infrastructure is a solid economic ground in building more income-generating
services. For this reason the IP telephony is becoming extra popular at the present
time [8]. Although of the all activist features for IP telephony technology, however
facing is various challenges and difficulties like packet loss, latency and security.
Therefore, to proficiently control these difficulties, more advanced strategies or

techniques are warranted to guarantee the quality of the IP telephony technology
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services (i.e., QoS) [9]. For example, the intruder's threat through IP networks is the
record of security challenges in IP telephony technology. To manage security
challenges and maintain data secrecy, the serves of cryptography can be used as an
important tool [10]. Additionally to cryptography techniques, many methods and
strategies were produced to protected transmitted voices such as Steganography
[11]. There is a big difference between including information and encoding it. First,
the information is hidden so that the average user will not know if there exists any
part of that information. As for encryption, the user knows that there exists a hidden
information, but it is encrypted which is incomprehensible. Therefore, to build an
unvenerable protection system the main two technologies may be used to produce a
system penetration process more complex.

The following sections of the paper will have the following. Section 2, Literature
Review is presented. Section 3 includes Multimedia Cryptography Concept, Chaotic
System for Voice Encryption obtained brief description about most conspicuous
maps for speech signal in section 4. Section 5, presents an analysis of all reviewed
algorithms. Conclusion is specified in Section 6.

2. Literature Review

In 2022, Al-Hazaimeh et al [12] proposed a new scheme for secure speech
communication data by using a suggested key controlling system and Jacobian
elliptic map. The Jacobian elliptic map used to improve the drawbacks encryption
techniques that already used with speech, such as residual intelligibility, high
computational complexity, low-key space and poor quality in decrypted signals.
Using the Jacobian elliptic map a new cryptography method was applied. This
method is selected to be employed in the cryptosystem applications from the chaotic
maps. A block cipher scheme is used in this proposed cryptosystem. A multi keys
are employing to protect all speech files against attacks and hacking and the key
length used in this proposed method is (1024 bit). The results are proven that the

proposed cryptosystem has greater level of security with lowest time (i.e., delay).
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In 2022, Gebereselassie, S.A. and Roy, B.K [13] described a new
communication technique which supposed to be secure, simple and efficient based
on the mixture of hyperchaotic masking and modulation. For masking and
modulation operations, one hyperchaotic system is used. The techniques of speech
communication have feeble resistance to some attacks if only depended on chaotic
masking. For this reason, additional chaotic modulation for encryption is applied.
The encryption of the second level has improved the security of speech
communication, as indication by the performance factors measures. The proposed
method prove that encryption with a chaotic masked modulation is more secure than
those used chaotic mask decryption.

In 2021, Zaid, O.A et al. [14] clarified two permutation algorithms applied on
a file of speech signals based on chaotic map systems. The two algorithms are
Arnold cat map and Baker’s chaotic map with both based on permutation algorithm.
The same speech signal sample is used to implement the both algorithms. The
analysis criteria used to performance these algorithms are LLR, SD, CC, histogram
and time for encryption and decryption. The time of encryption and decryption for
both Baker and Arnold algorithm is very well and fewer than 0.36s, while the
encryption and decryption times of both are very equivalent in all cases. The CC
values of both algorithms i1s low (near 0), other than the results of CC for Arnold’s
algorithm are better than Baker’s algorithm in all measures. The values of SD for
both algorithms were very convergent perfect.

In 2021, Obaida Mohammad [15], proposed a new crypto-system for dynamic
speech based on chaotic cryptography using Hénon chaotic map. The process was
tested and applied on several speech files (TIMIT database) and diverse sampling
rates (i.e., 5000 samples/sec, and 8000 samples/sec). The proposed system results
show that the system was simple, fast, and has more random toggling behavior. To
make the system sensitive to the initial condition, a higher-order of substitution is

performed, linear and differential cryptanalysis attacks are infeasible.
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In 2021, Adhikari, S. and Karforma, S. [16], described in work a method for
audio encryption using Henon— Tent chaotic pseudo-random number generation
algorithm. This paper uses a symmetric key cryptographic method, in which the
secret key is represented by the random number sequence. The proposed method
successfully encrypted the original audio signals because the encrypted audio file
has a uniform spectrogram.

In 2021, Khaleel, A.H. and Abduljaleel, 1.Q. [17], proposed a system were both
guantum chaotic map and k-means clustering were employed to generate keys. Two
scrambling stages were applied: the first used (BiRS, ‘binary representation
scrambling’) algorithm which relied on bits and the second used (block
representation scrambling BIRS) algorithm relied on k-means. Also, fractional
Fourier transform (FrFT) was employed in the algorithm. The results were analysis
statistically through five measures: CC, LLR, fwSNRseg, SNR and SNRseg. In the
encryption process a high security was demonstrated, the high values represent fine
pointer of low residual speech values.

In 2019, Kassim, S.et al [18], described a new method depended on a chaotic
key generator to encryption and decryption speech. A fractional arranges chaotic
map was used in a chaotic key matrix generation. The speech data is converted into
an image to be encrypted using an encryption function. Using deadbeat observer, an
accurate synchronization of the system was recognized and the decryption was
performed. Diverse analyses were used to analyze the efficiency of the encryption
system. Results of suggested method have a strong key generation method for
reasonable speech communication and higher level of security against different
attacks.

In 2019, Wang, X. and Su Y. [19] proposed a new encryption audio method
which provides a degree of high security. This method confuses and diffuses audio
files by using a chaotic method and DNA coding. The chaotic system initial value is
controlled by the hash value of audio, which make the trajectory of chaotic is

unpredictable. Experimental results show that using different types of audio leads to
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make the algorithm immune against many known types of attacks, furthermore,
multi-channel audio processing can be recommended using this algorithm.

In 2018, Nagakrishnan, R. and Revathi [20], depended on DNA addition and
chaotic maps speech encryption algorithm to protect speech communication. In this
method the data files of speech signals are considered as input which is partitioned
into four parts which have the same time duration.

Each part of speech was permuted and substituted by applying a different
chaotic technique. Lastly, the segments of speech are encoded into DNA series and
additional DNA operation is performed. The superior performance and quality are
getting from the permutation and second level alternative. The result obtained from
the proposed method algorithm suggested forcefulness, undetectable and secure
against brute force attacks.

In 2018, Abbas, N.A. and Razag, Z.H. [23], described a new chaotic system
depended on combination of Arnold and Lucas maps. These maps give good results
and perform the process of scrambling in good way. PSNR, SNR and correlation
measures are used to evaluate this proposed system. The suggested method’s output
has a minimum information about the input signal if these metrics gives low values
and this explain that the output file may contained amount of deviates information
is too large. Additionally to the previous measures, testing robustness of the
suggested method the NSCR and UACI measures are used. The propose system
results compared with Arnold cat map and Fibonacci map were better.

3. Multimedia Cryptography Concept

Due to the increasing use of multimedia (i.e. Images, music, sound, videos,
records, films, and animations) and more over the world, multimedia encryption
became the backbone of any technology that used to achieve confidentiality and to
prevent unauthorized access to confidential data. Real-time applications constraints,
huge amounts, and sensitive features of multimedia signals inhibit using traditional

crypto-methods over multimedia data.
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Cryptography or cryptology is the process of securing media communication
from harmful behavior. In general, cryptography is working on analyzing and
studying methods that prevent attackers or any unauthorized party from accessing
private messages. Modern cryptography was found by intersecting the disciplines
of mathematics, information security, electrical engineering, computer science,
digital signal processing, physics, and others. Using information security concepts
like confidentiality, integrity, authentication, and non-repudiation) as a major fields
of cryptosystems. Many applications are using cryptography nowadays like
electronic commerce, electronic payments, military transmissions, and others.

4. Chaotic System for Voice Encryption

Securing audio files like voice, speech or siphon is an important and modern field
of cryptography that wused in communications of audio data through
radio, telephone or IP. Chaotic cryptology is a mathematical process that is used to
transmit data securely without worried about the third party intruding. There are

many chaotic voices encryption system, will be illustrated in the following:

4.1 Logistic Mapping [20] [24]
Logistic mapping is a one-dimensional map that contains complex chaotic

numbers introduced from the nonlinear equation (1).

Xn+1=2 Xp [1 - xn)
- (1)

Where x0 is a number between [0, 1]. The z is a control parameter.

4.2 Sine Mapping [20] [25]

The Sine map is also one dimensional map that is analogous to the Logistic map
and used to produce a chaotic numbers. The mathematical representation of sin map
iIsasin (2).

- (2)

Xn+1= 11 sinlzx,)
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Where, X, is the initial state of the function, the system parameter ry is various

between 0 and 4. The value of Xq is changeable between [0.25, 0.5].

4.3 Tent Mapping [20] [26] [27]
The tent mapping is simple and fast in computation, and for this reason, is

chosen. The tent map mathematical function can be obtained as in (3)

nX,

1
forxp < z

X =
™ e - x,) fm'g < X,

- 3

Where, X is the initial value, 0 < pu <2. This function will continue linearly within
the intervals [—1, 1/2] and [1/2, 1] with value to slopes p and —u. To identify chaotic

systems, their dynamics demonstrate a commonly used of various features.

4.4 Henon Mapping [20] [24] [27]
The Henon mapping is a chaotic map with one dimension which produces a
system of nonlinear behavior. It schemes the signal of chaotic behavior. Henon

mapping mathematical equation can be described in (4).

Xpey =1— (a,xz (n.])—|— bx(n—1)
— @)

Where, the two states ‘a’ and ‘b’ are having values (1.4) and (0.3) correspondingly.

4.5 New 4D Hyperchaotic System [22]
This hyperchaotic system represents by new four-dimension, its behavior shows

a choosy set of parameter, which is distinct by:
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X1= alx; —xp)
x,-bx, -x,%;5

X3 = —Cx3 +hx x;
X, = —ax, +ax,

Wherex; are the state variable and a,b.c and h are positive constants.

‘When a=10 ., b=40, c=2.5 and h=4, the system(1) is hyperhoatic

- (§)

Figure (1) shows the hyperchaotic system attractor (1). By using the initial conditions xo =
[5.6 —1.23.40].

Fig (1): 4D hyperchaotic attractor

4.6 New 5D Hyperchaotic System [21] [22]
A new five dimensional hyperchaotic system can be described by adding the
fifth equation to the system (1) as show bellow:

xl: al:xz - xl]

Xy = —Ccx3+ hx;x;

Figure (2) shows the hyperchaotic system attractor (2) where the initial conditions xo= [5.6
-1.23.402].
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Fig (2): 5D hyperchaotic attractor
4.7 New 6D Hyperchaotic System [21] [28]
A new six dimensional hyperchaotic system can be built by adding the sixth
equation to the system (2) as show bellow:
Xi- — ax;+ ax,
Xp= — X4 Xa—bx,

x3 = hx,x; — Cx5
s = —Qx, +ax; —— (7)

Figure (3) show the new six hyperchaotic attractor. By using the initial conditions xo= [5.6 -
1.23.4024].

Fig (3): 6D hyperchaotic attractor
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5. Comparison and Analysis Reports

The analysis report and comparison of the cryptosystem using chaotic

algorithms are illustrated in the following:
Nagakrishnan, R. and Revathi, A.[20], represent the analysis report for encryption
and decryption speech signals based on Correlation coefficient(CC), signal to noise
ratio (SNR) and peak signal to noise ratio (PSNR) shown in table (1),table (2) and
table(3). Six different speech signals are used to test these measures.

In Table (1), the result of correlation coefficient are illustrate firstly for the
original and the encrypted speech, secondly for the input and decrypted speech.
These results indicate that the encrypted series is fully random with high correlation
because the correlation coefficient values are very low. Decrypted data is the same

as the original one sine the correlation coefficient value is unity.

Table (1): Correlation Coefficient Result for encrypted and Decrypted speech

3 .no Speach fils CC between original spaach CC betwaen original spaach
signal and encrvpted speach sienal and decrvpted speach
I Tulia wav 0.000Z247T9604 1
] Lauran wav 0.00T66544998593 1
3 Claira wav EUDESY ) BT I
E Mel wav 000085583213 1
3 Fay wav U.O00TE4E8TIETT I
g Fich. wav 0.00378137 1

Table (2) demonstrates the results of the (SNR) speech signals. The encrypted
speech has high quality if SNR factor is low between the original and the encrypted
speech.

Table (2): SNR Result for encrypted and Decrypted speech

S .mo Speech file SHE between original spaach sisnal | SNE betwzen origmal speech simmal
and sneryptad speach (db) and deerypted spaach{db)
I Tulia wav -138. 133706242133 Infinity
) Lauran wav 168 123903630782 Intinity
3 Clairz. wav -1899 353173910015 Infinity
E! Melwav -TT0.ET39T0094628 Infinity
3 Fay wav -189 515443018013 Infinity
b Fich.wav 180 3678047053 Infinity
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The (PSNR) values are different from one another for all the six speech samples
as shown in table (3). The researchers proved that, if the PSNR between the original
and the encrypted speech is low, then the encrypted speech has a high quality. The
whole signal’s data will be recovered by decryption, which indicates that the value

of PSNR is infinity between original speech and decrypted speech.

Table (3): PSNR Result for encrypted and Decrypted speech

3.1 Speach file | PSNE between original speach signal | FNE between original speach signal and
and snervptad speach (db) dacrvptad speech(dh)
1 Tulia wav 1393714268043 Infinity
1 Lauran wav 150, T23T05RTOTI0 Infinity
3 Clairz.wav -I3T.3T4833254653 Infinity
E! Wel wav -133.3T8944629710 Infinity
3 Fay wav 1327919549378 Infinity
[ Fich wav 144 212022759881 Infinity

Abbas, N.A. and Razaq, Z.H[23], also used (CC),(SNR), and (PSNR) to analyze the
results of speech encryption and speech decryption process. The two samples of
speech are evaluated using (CC), when the value is near zero, it means that the
relation between the two samples is weak, and therefore attackers cannot predicate
the secret key. In the table (4) show the result of the encryption process using (CC)
for Arnold-Lucas method; (CC) value should be minimum value which means there
IS no relation between the original and encrypted samples. Arnold-Lucas method
compared with the other two methods that the fewer values of Arnold-Lucas indicate

that have best value.

Table(4) Correlation Coefficient Result for encryption process

Chaotic haps
.80 Speech Sample Amold Fibonacei Amold-Lucas
I Speachl IDA0ITOTIE0Ee ELS | 203176168207 E-0F | 4 35611364345 E04
2z Spaachl JOEAEeeTTRID EM | TOIRI0FIZRITOTR E-03 | J.0TTHIA4ISISA EDZ
3 Gpaachl I EIOOTZNOSEETRI EG | 4777730 546666156 E-03 | 6. 3TZAT31T556391E-03
E) Spaachd TIFDETREERM ELT [ 4 224622T0743842 E-03 | T.I0343740466267 E-03

To measure the remaining clearness in the encryption process for the encrypted

signal, (SNR) is used. Table (5) represents the (SNR) value for four speech files. In
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general, if the value of (SNR) is low, the level of noise is higher than the level of the

original speech signals.

Table (5) SNR Result for encryption process

5.0 Speach Sampls Chaotic hMaps
Amold Fibonacc Amold-Lucas
1 Spaachl RER 0.63058 0.61926
2 Spaachl 0.57004 0.564327 0.55543
3 Spaachd 0.61211 0.6206 0.57161
4 Spaachd 0.03451 [.B0433 027072
T

In table (6) the (PSNR) measure is used to evaluate the encryption quality of the
original signal. The encryption of higher quality indicates that the (PSNR) value is
high and the best quality encryption process is provided compared with other

methods.
Table (6) PSNR Result for encryption process
5.0 Sp=ach Sampls Chaotic Maps
Amold Fibonacci Amold-Lucaz
1 Spaschl 3605315 3600147 37.00210
1 Spaachl -43.58131 45,5879 -45.60682
3 Spaachi -44 40000 -44 40140 -44 34041
7 Spaachd 34,7846 EENSETE 395951

Table (7) illustrates the (CC) for decryption process where this measure
determines the cryptosystem encryption quality. The quality result of decryption

process was equal ‘1°, which means that a complete correlation between original and

the recovered speech signal.
Table (7) CC Result for decryption process

2R Spesch Sampls Chaotic Mapz
Amold Fibomacci Amold-Lucas
1 Spaachl 1 1 1
1 Spaachl 1 1 1
3 Spaachi 1 1 1
4 Spaachd 1 1 1

In table (8) the results of (SNR) for the decryption process are obtained.
Commonly, the high SNR value indicates the good quality of decrypted signals. As
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noted from the table below that this measure for three maps is infinity which means
in the descrambling process no data is lost.

Table (8) SNR Result for decryption process

b ) Speach Sampls Chaotic haps
Ameld Fibonacci Amold-Lucz
1 Spasthl Infinity Infinity Infinity
2 Spazchl Infinity Infinity Infinity
3 Spasth3 Infinity Infinity Infinity
4 Speachd Infinity Infinity Infinity

PSNR results for the decrypted process are shown in table (9). The results are

also infinity as same as the results of the SNR measure.

Table (9) PSNR Result for decryption process

SR Speach Sampls Chaotic hizps
Amold Fibomacci Amold-Lucas
1 Spaachl Infinity Infinity Infinity
2 Spaachl Infinity Infinity Infinity
3 Spaach3 Infinity Infinity Infinity
4 Speachd Infinity Infinity Infinity

Khaleel, A.H.

and Abduljaleel, 1.Q.[17], evaluate the work using SNR,

“Segmental Signal-to-Noise-Ratio” (SNRseq), Frequency-weighed Signal-to-Noise
Ratio (fwSNRseg), CC, and Log-Likelihood Ratio (LLR)[29][30][31]. In tables 10-
12 showed the results of encryption process for speech signals.

Table (10) measured results for encryption speech signal sample length 4 ms

Fil= name SRR SR T TC i)
Samplal vy 16,6563 -23.0400 -17.2814 1.0028 33084
Samplal vav 166136 23,6000 72352 10005 3.1005
Sample vy 164604 20,5682 17,6003 0011 ERETE
Sample vy BATIE 211591 76T 1.0030 33608
Semple v 15408 016 0455 1.0003 10708

Table (11) measured results for encryption speech signal sample length 7 ms

File tame TR ThaE TR tC il
Samplel vy 15.4506 2474 -19.3813 e 3269
Samplel vy 15,3004 I 15,604 00050 ENER
Sl vy 16247 218153 168557 THE EXEE]
Cample v 7038 SERTIE] 178153 1000 ERILH
Tamplss vy 30,0106 36,0432 BIELE [OED) 6

Table (12) measured

results for encryption speech signal sample length 10 ms

Filz zame SRR SR ToonRaE [ i)
Samplel wav I7.1424 -22.3680 -13.0612 (X 31681
Samplel vav TI8.1388 T4 8640 104028 0.0036 EXE
Sampls wav 175028 R RENELE 0.0025 4.0083
Sampled wav ~T7.8158 EERIEL 187788 10027 30557
Samples vy “17.8246 EERLEY “T8.6160 T.0000 30807
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Tables (10)(11)(12) noted that the quality of the encrypted signal is high which
means high security is produced in the encrypted process when the values of (SNR,
SNRseg, fwSNRseg) is low, (LLR) are high and (CC) is low (near to zero). As well,

tables 13-15 illustrates the results of decrypted process for speech signals.

Table (13) measured results for decryption speech signal sample length 4 ms

Filz nzme ENR SRz | fienEazz | CC IR
Sample] 270188 | 346642 0.0077 09900 | 0.0000257

Samplel 26.3843 34.6363 0.00%4 0.9900 0.0000380
Samplel 283853 347540 0.0044 0.9000 0.0000192
Samplel 34.3380 34.6468 0.0006 0.9000 0.0000218
Samplel 41.8012 34.7370 0.0003 0.9000 0.0000177

Table (14) measured results for decryption speech signal sample length 7 ms

File name SNE ShBszez | DwSNEszeg CcC LIR

Szmplel 36.1143 341143 0.0006 0.9998 0.0000181
Szmplel 303567 348211 0.0038 0.9993 00000698
Szmplel 351766 348129 0.0006 0.9998 0.0000284
Szmplel 481988 34 8364 00000 09999 0 0000683
Szmplel 280173 34.8121 0.0043 0.9998 0.0000414

Table (15) measured results for decryption speech signal sample length 10 ms

Filz name SNE SMNEseg fwSNEses CcC LLR

Samplal 384743 348508 0.0000 EEEE] 0.0000233
Samplal 430488 34 3690 0.0000 [EEEE] 0.0000380
Samplal 32,1380 34.8664 0.0018 09997 0.0000437
Samplel 70,4043 34 8680 0.0000 [EEEE] 0.0000634
Samplel 32.8338 34.8356 0.0027 09997 0.0000136

Tables (13) (14) (15) observe that the value of SNR and SNRseg for each signal
decrypted increases (very high), which gives a higher quality of the decrypted signal.
Also, the value of LLR is tiny value with no remaining intelligibility and very noisy
coded signals. Since the value of CC is close to +1, a high relationship will be found
between the original and decryption signal.

Gebereselassie, S.A. and Roy, B.K[13], estimate proposed method using CC,
Segmental Spectral Signal to Noise Ratio(SSSNR). Table (16) represents the result

of encryption and decryption process for speechl signal.

Table (16) the results of CC for masked, encryption and decryption process for speechlsignal

patimd | M Fizd Excnpton Dayghion
Speah 0 I 1

In table (16) obtain the value of CC for the encryption process( masked

modulation) is close to zero (0.0007) which indicates there is no correlation between
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the original and masked modulated speech signals. Also, the CC value between the
original and masked signals is observed as (0.0101). The masked modulation is high
security from the masked signal as the results reveal.

On another side, the CC value calculated between original and decrypted speech
signal is equal to (1). This explains the similarity between the original and decrypted
speech signal, thus, the original speech signal is effectively restored.

In Table (17) shown the result of Segmental Spectral Signal to Noise Ratio
(SSSNR) which consider another metric to evaluate the quality of speech encryption.

Table (17) the results of SSSNR for encryption process

Spesch sigmdl Mk Findl Exayphion
Speach | 15606 T30

AS shown In table (1/) the Tinal encryption (masked modulated) speech signal is
lower than the masked encryption speech signal. This indicates that the security of
this method is improved.

Table (18) explains the comparison of different cryptosystem chaotic method for

encryption speech signals.
Table (18) the comparison results of Speech Signal Encryption method

Fasource CcC SNR. PENE. LLR. [y abRasE S5ENE.
Hagdrismep, B md Ravathd, | Vary low Low Low - - - -
A0
Abbaz, WA md Bamag, Minimum Low Hizh - — — —
ZH[23] valus
Ehalzsl, AH and Ahdljalasl, Low Low — High Low Low —
LQ17]
(rahorzaalazzia 5 A and Rov, Closa to 0 —_ —_ - —_ —_ Low
E.E[13]

In table (18) noted that when the (CC and SNR) are low, this means that the
encrypted speech signal is high and the security of the chaotic system is effective.
Also, the (PSNR) is different from one method to another (Low, High) according to
its results. Khaleel, A.H., and Abduljaleel, 1.Q. [17] conclude the (LLR) is high and
(SNRseg and fwSNRseg) are low which indicates that the speech signal is
encryption correctly. Additionally, Gebereselassie, S.A. and Roy, B.K[13] found
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the value of (SSSNR) is low which ensures that the signal of speech is fully

encrypted and the security of the system is improved.

Table (19) explains the comparison of different cryptosystem chaotic method for
decryption speech signals.

Table (19) the comparison decryption method results of speech signal

Pasous CC ENR BENE. LLE ShBaar | filRam | BRENE
] Totaly strievad Infinity Infinity — — — —
13 1 Infinity Infinity — — — —
17] Cluszto 1 Vary Ligh — Vary small | Vary high Low —
13 1 — — — — — —

In table (19) illustrate that the (CC) is (1) which indicates that the encrypted
speech signal is totally retrieved. Moreover, Nagakrishnan, R. and Revathi, A.[20]
and Abbas, N.A. and Razaq, Z.H[23] found the(SNR and PSNR) value are infinity
this leads to that the decrypted speech signal is recovered as original signal. Khaleel,
A.H. and Abduljaleel, 1.Q.[17] conclude that the value of (SNR, SNRseq) is very
high, (LLR) is very small with fully noisy signal, and (fwSNRseg) is low.

6. Conclusion

Speech signals are considered one type of multimedia application. For
transmission, these signals over the network in safety form will need to use a
cryptosystem that protects these signals from any attacker. This review paper
represents an almost chaotic algorithmic for speech signals which consider a
performance approach to convert the original speech signals to encrypted signals
and vies versa.

Additionally, the comparison and analysis reports are reviewed in this paper to

illustrate which algorithm is selected to improve the security of a chaotic system.
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